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1 Introduction to the CSDS AAF

The Aviation Ecosystem comprises a multitude of stakeholders, each of which has unique business
cases to support their slice of civil air transportation. To fulfill their interests and responsibilities,
stakeholders control and monitor merged enterprise information/operational technology (IT/OT)
systems that support these cases during daily operations and act as backbone technologies through-
out the aviation ecosystem. These merged IT/OT systems contain large amounts of raw data in
the form of network traffic, system logs, and operational logs that the Cybersecurity Data Sci-
ence (CSDS) Aviation Architecture Framework (AAF) seeks to harness, to provide next-generation
cyber-analytical capabilities and cyber-threat intelligence for aviation.

2  CSDS Conceptual Elements

The CSDS AAF Conceptual Elements are divided into three categoris: Data Acquire Elements,

Data Categories and Analytical Functional Elements as defined below:

Data Acquire Elements refers to the individual interconnected system (IIS) components that are
essential for Acquiring data so that it can be used in the CSDS process. The Data Acquisition
Sensors monitor data generated on systems and networks and evaluate data relevancy. Once
data is determined as relevant, it is encoded and often stored in Local Storage. When the
relevant data is ready to be pulled, a Data Egress Point (DEP) is required to “offload” the
data for analysis. This can be done through removable storage devices or over a networking

interface.

Data Categories include Security Data as the primary category as well as Network, Systems, and
Application Data. Security Data is typically a subset of Network, Systems, and Application
data that is directly cybersecurity relevant. However, there may be data that can indirectly
indicate a cyber events. Information generated outside the EOO is categorized as external
information. Examples of external information include threat intelligence and other third-

party data.

Analytical Functional Elements interact with and act on the data. The first Analytical Functional
Element is the Collectors that store the data. Analyzers and Cyber Tool Sets are additional
Analytical Functional Elements that analyze the data stored in the Collectors. The CAC is an
organization that performs data analysis.

Figure 1| shows the relationship between the three CSDS Conceptual Elements.
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Figure 1: CSDS Conceptual Elements

2.1 CSDS AAF Data Life Cycle

The CSDS AAF Data Life Cycle consists of six phases as illustrated in Figure[2] Businesses inte-
grate/configure selected IIS with Data Acquisition Sensors to acquire and pre-analyze data. During
the Acquire Phase, these sensors monitor and capture data from hardware components or software

processes of the IIS across the Environment of Operations (EOO).

The Pre-Analyze Phase occurs within the Data Acquisition Sensor. It involves using software-
based logic to evaluates whether the data being acquired is relevant based on pre-defined data
collection rules. The Pre-Analyze Phase also includes automation to filter and perform data feature

extraction.

The Collect Phase is concerned with storing relevant data on various non-volatile memory stor-
age devices within a business’ EOO. This can also include Cloud storage implementations. The

collection of these local and remote storage devices makes up the Data-Store.

The Curate Phase aims to extract cyber-relevant data from the Data-Store and create data sets and
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models from it, depending on specific needs and interests.

The Advanced Analytics Phase takes curated data and seeks to produce meaningful artifacts that
include insights and actionable information. In terms of insights, analytical toolsets provide en-
hanced capabilities for human analysts to visualize and interpret data in various ways and may
assist them in discovering valuable hidden information that can be provided to the business. From
a cybersecurity perspective, this could be the detection of an ongoing cyber-attack, or the presence
of malicious software installed on a network, providing risk assessment and in-root cause analysis
to determine proper mitigation strategies after a cyber-attack has happened.

The Information Sharing Phase takes results from the Advanced Analytics Phase and prepares
them for internal Stakeholder teams notifications and disclosure to other stakeholders within the
aviation community. This process ensures that confidential or sensitive domain stakeholder data is
not inappropriately disclosed.

Information Knowledge

l. Q. 9
9, @,‘ L
e b e

bgo.e

. Knowledge
Information

ISEM

Integrated Cyber Machine Learning/Artificial Intelligence

Information Sharing

CSDS AAF Life
Cycle

Figure 2: CSDS AAF Data Life Cycle
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2.2 CSDS AAF Taxonomy & Reference Model
It is important to start with understanding the highly interconnected nature of the CSDS AAF as

applied to the Aviation Ecosystem. The high-level CSDS AAF Systems Architecture shown in
Figure [3|illustrates this interconnectedness within multiple aviation domains.
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Figure 3: CSDS AAF Systems Architecture

Aviation Domains are major, functional segments based on the typical aviation structure of core
business operations and primary roles/responsibilities of stakeholders within the Aviation Ecosys-
tem. The CSDS AAF identifies the six Aviation Domains of interest as follows:

1. Aircraft OEMs / Supply Chains - Design & Production
2. Aircraft/Airline Operators

3. Maintenance, Repair, and Overhaul (MRO) Providers
4. Data / Communication Service Providers (CSPs)

5. Airspace Management / ANSP (ATM, UTM)

6. Airport Operators

A Domain Stakeholder is a stakeholder of a specific Aviation Domain. A stakeholder is defined as

an organization having a right, share, claim, or interest in the aviation system or in its possession of
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characteristics that meet it needs and expectations. A generic reference for a Domain Stakeholder
from a CSDS perspective is shown in Figure @} It is important to note that business like an airline

may be a Domain Stakeholder in multiple different Aviation Domains.
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Figure 4: Domain Stakeholder

A Data Owner is accountable for who has access to information assets within their functional
areas. Data ownership is the act of having legal rights and complete control over a single piece or

set of data elements.

A Data Manager is responsible for enforcing policies and access to data as dictated by the Data
Owners. Data Managers may not necessarily be Data Owners, particularly when business functions

are outsourced to sub-tier contractors.

An Environment of Operation (EOQ) is comprised of the systems and networks that provide an
operational capability or specific mission or business function for aviation. An EOO consists of
many IIS that are typically networked together to fulfill a business objective/service for a Domain
Stakeholder. These networks of IIS do not have to be contained in a single physical location and
can span multiple geographic regions.

Interconnected Individual Systems (IIS) within the EOO includes hardware and software that
provide its aviation operational capabilities. These systems acquire various types of raw data,
often performing pre-analyzing before storing data determined to be relevant per the programmed
system data collection instructions. Each IIS includes Data Acquisition Sensors (DAS) whic are

described below.
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Data Acquisition Sensors (DAS), located on the IIS. acquire, filter, and pre-analyze data. From the
perspective of the CAC, if a DAS did not see it, it did not happen. Ideally, the domain stakeholder
defines the CSDS-related goals, selects analytical functions that support those goals, generates a list
of required input data, and determines placement of data acquisition sensors to capture that specific
data. Constraints such as compute capacity, storage, bandwidth, and compliance and certification
will impact the availability of data and placement of sensors. The Data Acquisition Sensor may be
comprised of multiple components or a single component. From the CSDS AAF perspective, the

Data Acquisition Sensor is logically viewed as a single entity. Figure || illustrates the operations
of the DAS
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Figure 5: Data Acquisition Sensor (DAS) with in the IIS

Data Egress Points (DEP) allow cyber-relevant data in local storage (from DAS) to be reliably
retrieved and sent to Data-Stores.

The Data-Store is not a single system, but a collection of storage elements scattered throughout
an Environment of Operation that each contributes to making up the Data-Store. This is somewhat

synonymous with how the “Cloud” refers to a collection of servers. The Data-Store will usually
store sensitive and confidential data.

The Data Warehouse represents the central data/information storage used by the CAC to store

various results (the artifacts) that are created throughout the CSDS Life Cycle process (specifically
the Curate, Advanced Analytics, and Information Sharing phases).
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2.3 Cyber Analytical Capability (CAC)

Cyber Analytical Capabilities (CACs) are represented by a collection of Human Analysts using
software-based toolsets to perform analytics on data to produce cyber-analytical information within
a highly secured networking environment. CACs are usually enclosed within a secure facility
such as the Security Operation Centers (SOCs) that currently exist within many IT Organizations.

However, it could be an independent facility as well.

The CAC Reference Model, shown in Figure [6] identifies two distinct groups that perform unique
functions within the CAC, the Data Scientists and Software Engineers group and the Cyber An-
alysts group. The Data Scientists and Software Engineers group uses AI/ML and Data Mining
toolsets to retrieve data from the Domain Stakeholder Data-Store and combines it with Threat Intel
Feeds to perform exploratory analytics on the data and generate AI/ML Models, visualization soft-
ware, and other applications using development toolsets to create Cyber Analytical Toolsets and

Al Automation for the Human Analysts to use.

AI/ML Automation differs from toolsets. Whereas Human Analysts typically use toolsets, AI/ML
Automation automatically checks new analytical results and provides recommendations that can
be taken by Human Analysts continuously in the background. Toolsets provide insights into large
collections of data and give meaning to these insights for Human Analysts to understand. AI/ML

Automation Engines takes insights and provides advisory based on desired end goals.

7
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3 CSDS AAF Data Perspective

3.1 Data Relevancy and the Data Sphere

From the context of CSDS, it is imperative that the relevant data and their associated data types are

acquired from systems and networks to ensure success in answering three key questions:
1. Is there a cyber-event pending?
2. Is there an attack occuring now?
3. Was an incident/event caused by cyber activity?

These questions can be directly mapped to the Cybersecurity Unified Kill chain model shown in

Figure

InitiaI§ Network

Foothold Propagation

% &
J 41"

p e D v 7 )

Cybersecurity Unified Kill Chain

Action on
Objectives

Figure 7: Cybersecurity Unified Kill Chain

A Data Sphere, see Figure [§] can be defined as the set of all data that is acquired from IIS, of
which typically only a small portion of that acquired data is collected into the Data-Store. If the
Data Sphere contains incorrect or insufficient data as an input into the CSDS process, it may lead

to various issues downstream, such as:
1. Slow performance as analytical toolsets process large amounts of data unnecessarily.
2. Skewed results as analytical toolsets and AI/ML systems create biases and faulty conclusions.
3. Inability to produce meaningful results due to high levels of noise and unrelated data.

4. Excessive/unnecessary configuration and re-configuration of network monitoring devices and
IIS that acquire data which may put unnecessary strain on networks and systems engineers.
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Figure 8: The Data Sphere, Regions, and Intersections

The determination of the correct data requirements (relevant data) for CSDS is not trivial. Figure
shows the diagram of operational Data Sphere depicting five regions and nine intersections. This
view of the Data Sphere and relevant data poses two major challenges for the Aviation Architectural

Framework:

* How can the Aviation Architectural Framework be used to guide Human Analysts and Data
Scientists in generating the correct set of requirements for CSDS?

* How can the Aviation Architectural Framework be used to assist network and systems en-
gineers in implementing/re-configuring Data Acquisition Sensors to increase the amount of

Available Relevant Data as much as possible?

3.2 Theoretically Optimal Relevant Data

The Theoretically Optimal Relevant Data represents the theoretically correct data requirements
which provides the CSDS Use Cases the best chance of success when analyzed and provides the
most accurate results when answering the three key CSDS questions. Note that it is possible, and
even likely, that a current Data Sphere does not contain the full set of Theoretically Optimal Rele-
vant Data, and this data gap may be an area to consider for new Environment of Operation design

requirements.

The Theoretically Optimal Relevant Data region is an important concept to understand because its
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location with respect to the Data Sphere is highly dependent on the CSDS Use-Cases and Threat
Scenarios in scope of ongoing CSDS efforts for a Domain Stakeholder. For example, if the CSDS
Use Case was to provide Intrusion Detection of an Aircraft Wi-Fi network, only a small subset of
the Airlines’ total available data would be relevant.

Figure [9] illustrates how multiple Theoretically Optimal Relevant data regions may exist within a
given Data Sphere and is based on the given Threat Scenario and CSDS Use Case definitions. It
is possible for these regions to intersect, which simply means that there are common relevant data

among the Threat Scenario/Use-Cases.

Dat:aipl_'lere

Data Sphere | All Acquired Data

(TS, UC)
R1 Acquired Data (Ignored)
{Threat Scenario (TS:I, ".I R2 Acquired Data (Collected)
Use Case {UC)] | Theoretically Optimal
f R3 Relevant Data (Correct
(TS UC) Perfect Requirements)
L f

Figure 9: Relationships between Data Sphere and Theoretically Optimal Relevant Data

3.3 Data Acquisition Sensors and the Data Sphere

The placement and capabilities of the Data Acquisition Sensors (DAS) is critical to successfully
acquiring the correct cyber-relevant data. Figure [10|illustrates the relationship between the DAS
and the Data Sphere. It clearly shows that the Data Sphere is composed of the sum of the Ignored

and Collected data. Logically, an increase in data acquisition results in a larger Data Sphere.
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Figure 10: Relationship between DAS and Data Sphere
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4 Process to Develop CSDS AAF Use Cases

4.1 CSDS AAF Use Case Development

Use Cases can be mapped to the CSDS AAF for different Environments of Operations in the Avi-
ation Ecosystem. Generically, a Use Case is a list of actions or event steps typically defining the
interactions between an actor and a system to achieve a goal. The actor can be a human or another
external system. The development process for a CSDS Use Case involves selecting and defining the
Environment of Operation intended for application, identifying Threat Scenarios, and documenting
the Use Case in the context of CSDS AAF.

4.2 CSDS AAF Use Case Lifecycle

A Use Case follows the lifecycle of the Environment(s) of Operation it describes, which includes
the associated systems and/or product. This Use Case is the primary systems engineering tool for
defining, verifying and re-defining the CSDS requirements that need to be implemented within
the target Environment(s) of Operation. Figure|l1|describes a 5-stage Use Case lifecycle process
which starts with Use Case Development where the “CSDS Desired Relevant Data Requirements”
are understood and defined.

4.2.1 Stage 1: Define / Evolve Use Case in the AAF Context

Stage 1 is the primary systems engineering process for defining the CSDS “Desired Relevant Data
Requirements”. Stakeholders define the CSDS Use Case, which includes possible Threat Scenarios
within the Environment(s) of Operation. These scenarios are the basis for understanding the CSDS
relevant data requirements. The involved systems and their operation must be defined in order to
identify what Desired Relevant Data is already being collected within the target Environment(s)
of Operation. From this, the CAC cyber systems engineers can define what CSDS requirement
changes need to be committed within the business to meet their needs for the acquisition and col-
lection of data from the Environment(s) of Operation.

4.2.2 Stage 2: Implement / Re-Implement System Requirements

This is the primary challenge for many cyber teams, as it necessitates the demonstration of the cyber
systems engineers to show a viable Business Case to leadership. By demonstrating this, leadership
could have a better view of the situation and spend the resources to change the processes and sys-
tems across the business so that the CAC can eventually get the Desired Relevant Data to meet
their requirements. As is often the case with the cyber landscape of evolving threats and new tech-

nologies, the cyber requirements are difficult to define with accuracy, certainty, and longevity.
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Figure 11: CSDS AAF Use Case Lifecycle

As illustrated in Figure [I2] some requirement changes lead to process changes within the CAC
or changes to which data is extracted from the existing Available Data Collected by the Business.
These are typically the least expensive changes to implement. Other requirement changes require
making systems changes to what the Pre-Analyzer chooses to Collect vs. discard. These require-
ment changes often only require the need to make configuration file changes on the appropriate
individual systems within the Environment(s) of Operation, and are typically at a reasonable level
of cost to implement, but the specific costs and timing for implementation are driven by Aviation
Information Sytems Types involved. Lastly, if the requirement changes necessitate the Acquisi-
tion of new data that is outside of the current Data Sphere. In that case, this will require systems
changes that can be very significant, costly, and can take a long time to implement in a ICS/OT

environment.

Once the requirements of the new system have been implemented, we are ready to start Acquir-
ing/Pre-Analyzing/Collecting the new Desired Relevant Data of the CAC systems engineers/data
scientists. It is worth noting that people, even engineers and data scientists, are not all knowing, so
rarely is the Desired Data captured in the Use Case a perfect match to the Theoretically Optimal

14
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Relevant Data of a Perfect Requirements world.

Note that sometimes a requirement change may also require a major or minor systems change,
and at other times a requirement change prevents a business from investing in implementing bad

requirements, as illustrated in the 7 region of Figure (12| by removing bad requirements.

4.2.3 Stage 3: Extract / Curate Data

Now that the processes and systems have implemented the new CSDS AAF Use Case Desired
Relevant Data requirements, the CAC Extracts and Curates new Collected data for CAC CSDS
analysis.

4.2.4 Stage 4: Perform CSDS Activities on Collected Data

Domain Stakeholder CACs or Multi-Domain CADs then perform CSDS (Maintain, Process, and
Analyze) activities to produce analysis Artifacts supported by the CSDS Use Case. The AAF
assumes that most of the time will be spent at this stage of the CSDS execution efforts, and it is
anticipated that it will require the most human involvement (data analyst, data scientist, systems

engineer, etc.).

4.2.5 Stage S: Evaluate Effectiveness

The final stage in the Use Case lifecycle requires the appropriate Stakeholders and Multi-Domain
Stakeholders to determine potential value and real-world accuracy of artifacts that are produced,

and provide recommendations and improvements for updating the Use Case.

4.3 Changing CSDS Requirements

The evolution of CSDS requirements over time, as documented and maintained in the Use Case,
will follow a multi-feedback loop design as shown in Figure Feedback is created as a result
of the Artifact generation process in conjunction with CSDS retrospective exercises, toolset/Al
evaluations and analytics evaluations that will trigger modifications in four feedback loops. These
feedback loops include process changes, requirements changes, minor system changes, and major
system changes, which increase in time and cost, respectively.
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Figure 12: CSDS Data Sphere Engineering Requirements Lifecycle Evolution and Implementation Alignment
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